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1. sruudasiunisesfdulvanuusiugue (Web Application Firewall) §1uau 1 ssuv finganden

ar é‘
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1.1, S¥UU Global Flastic License %38 Pool License #liausaznasd Throughput salauasnan

1Gbps
1.2, $¥uv Global Elastic License w3 Pool License fl@unansnsn allocate license lﬂﬁdu(ﬂ'az
instance alunosna 8 instances ;
1.3. iswﬁ'Lauagaaﬁgﬂu,wmﬁﬂaﬁ License Aflenabavieu Tnsenansniunisinass (License F
Step) lnaanauesfisziu 25 Mbps, 50 Mbps, 100 Mbps, 200 Mbps, 500 Mbps Wat 1 Gbps i
1.4, @w15a% Routing wWuv Static Route, OSPF, way BGP Tmduathauoy

L5, §¥UU Web Application Firewall #itnaueansniFousgluuulaseasaves Web Application

an Traffic waaél%u%mi (Auto Discovery) la s1usanunsasvunanisyesiuimvueey
(Security Filter) Tfuunas Web Application Talaedslsalf (Auto Configuration)

16, svuuihauonssaunsonsiaduuazlasdunislaudlase HTTP uaz HTTPS

17, awnsadestudvlendily HTTPS (SSL/TLS) lalnovinenudu SSL Terminator w3a SSL
offloading Tnoewsdiioivilumsvsstuiulasilinissnmenuvasasowuy HTTPS 1a

{ng9eMoase93y SSLV3, tls. 1.0, tls1.1, tls1.2, uay tls1.2 iueensues

18, ssuuiilaueaunsnimun Policy A9 Application was noUIsLANved source address 15
L‘iju IP range, Allowed Bot P, Blacklisted Bot IP ugiz GeoiP.

19, ssuuiiausansatestunslauiiann malicious 1P address uavdssauiaavsausaiiou
nsideuno9in TOR Exit Node lewfiussauey

o o ° . ¥ ¥ o :
1.10. szuumiitdueaaninson vus Policy lmw&’lugmmu Positive model way Negative Model

111 swvuithausansoasiunisianf web Application amanasgIuees OWASP Top 10 1n

Wil 6




112, gansafieu Code Programing dadislusiaunsealldifionsinaey Traffic rinusagunsad 16
FeN1Y) TCL Language
113, szuuibiausianuanmnsatunisvinauuasunies Web Application 9nmislandluguiuy
7139 lawn
1,131, SOL Injection
1.132.2.  Cross-Site Scripting (XSS)
1133, Cross-Site Request Forgery (CSRF)
1.13.4.  OS Command Injection
1.13.5.  LDAP injecticn
1.13.6.  Sensitive Information Leakage
1.13.7. Parameter Tampering
1.13.8.  Session Hijacking
1.139.  Cookie Poisoning
1.13.10.  Application Buffer Overflow
1.13.11.  Brute Force
1.13.12. XML validation
1.13.13.  Evasion and illegal Encoding
1.13.14.  Web Server Reconnaissance
1.13.15.  Directory\Path Traversal
1.13.16. Web Services Methed Validation
1.13.17. APl security.
1.13.18. HTTP Response Splitting
1.13.19. HTIP Request Format Violation
1.13.20. HTTP RFC Violation
1.13.21.  File Upload Violation
1.13.22.  Low and Slow attack.
1.14. 58UU License finauesetansatostunisiaufiann sad bot lalaensld Technology
Fingerprint wiaununasld iP address wiotlaafiung block Q‘l%’a'mﬁagjmalﬁ proxy server

158 NAT 5211U Attacker




1.15.

1.16.

1.17.
1.18.

H53UU APl Security WUU Positive Security Model laganuisnviiaiusi2uiy Open AP
Specification %38 swagger 983 AP! application 1§

1A$un133U509970 Gartner Magic Quadrant lunuiany Web Application and AP
Protection (WAAP) U 2022 wialuind iaglu Leader 38 Visionaries Quadrant
ansnsadndeliuy Platform iy VMware, KVM, Hyper-V, AWS, uas Azure éiduedelos
annsaiusensuasanyieim Throughput License 1dagnsdasvineanansauinisdnnis
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2.1

2.2.

2.3

2.4.

2.5.

2.6.

2.1.

2.8.

syuuTiiauassuuUIMsTantsaunans (Centralized Management) fianansaARuAmnN:
WUYBITEUY WAAP (Web Application and API Protection) ﬁagjmaiﬁl,ﬂ%"awmamiﬁw
Whgafiulel

szuulimsdanisdunansitauearfesegluztuuy Virtual Appliance eamnsofnnaualy
ulauy Hypervisor Usztnv VMware, KVM wag Microsoft Hyper-V Wuedhaties
sEuUUIMIIAnsdunansfivausdl Dashboard fianuisonaniua TLS version, Key exchange
algorithm, Top user ciphers, Rejected SSL handshakes percentage W& SSL connection
per second lailupenatisy

sTUUUSHISIRNTSdIunaafiausil Dashboard fias1sauansia port status, throughput,
lLae packet per second U831 Web Application Firewall ﬁu’%mﬁﬂm‘iagw
FNTAUANIHATIENL Web Application Firewall events dwiunsas application 16 Tow
FRsEaNIaYi scheduling report WU Daily, weekly wag monthly laidusestiae
A11130831431891U Web Application Firewall TugUiuu HTML uaz POF il0uaghiley
fs¥uy System and Network Dashboard ﬁa’mmmuam*ﬂ’m&a&du Top Devices by CPU
Usage, Top Device by Throughput usage L& High Availability Status ‘U@Q@qﬂﬂ'ﬁﬁﬁﬁ‘iﬁ‘lﬁﬁ
Janseglfilusdnelioy

il Application Dashboard fianinsauansuiinanisldandmiuusas Aoplication 16 Tag

wdesiruaunsaluniswansrndeoliadusthation




2.9.

2.8.1. End-to-Fnd Time va3usiaz Application fsznausie Current Total Time, Client Route
Trip Time, Server round trip time, Wag App Response time WHustntioy

2.8.2, Per Application Throughput

2.8.3. Per Application Concurrent Connection

2.8.4. Per Application Request per second

2.8.5. Per Application Connection per Secend

fl Traffic log dashboard flaunsafinsieiaiufinUinfiass Application 910 transaction tog

Tneazaassseiuathatias 1000 events per second A1n¥n application

2.10. ansnsagsuanufiausnilunisvinianunes Application 930 Traffic log dashboard anndsula

saeluilfidusthatos
2.10.1. Service unavailable
2.10.2. HTTP response code dxx
2.10.3. HTTP response code 5xx
2.10.4. The reason for the SSL <handshake failure>
2.10.5. End-to-end time passed threshold

2.11. @58 backup and restore config ’qﬂﬂ’iﬂi Load Balancer Wag web application firewall 16

2.12. &a1m13003uisdRn1s License an3gunsal Web Application Firewall wUusisaueings ol

AuENITalums Allocate uas De-allocate license ludsgunsaliiuimdnnisedla launs

Tougw License azdedhidmanssnulagsanisidanuyeagunsal
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3.1.

32.

3.3
3.4.
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1. ’Qﬂﬂ‘im"ﬂﬂLﬁU‘U@H@NWUi%UULﬂ%B‘UWH U 1 1A509 ATNUAzIDYR Aeld

| 1.1 Wugunsaidaiudayauwuy Rackmount sus 1U

1.2. fivilaesvanananans (CPUY mumlaitiosndn 4 Core wagiimnufidya auniinfiugiu (CPU
| Frequency) litlasndn 2.2 GHz. Swiua oy 1w
| 1.3. fgedldmiidniudoyalitosnit 4 401 sosfumbpdaiudoyalssim Hard Disk 38 SSD

=4 LN

sUkuUNIRause SATA waviinmeanU® Hot Swappable Drive Wisiiguwh

1

1.4. 1 Hardware Wuu Encryption Engine

1.5, spailuvasdnglwdrsas wuu Redundant

1.6, vthedniutaya (SATA Hard disk) vuia 3.5 a0 Jenuglidviesndy 8 T 973U 3 vty uaw
sedaglu Product Compatible List YpsBuATiinaue

1.7. fiwadn USB 3.2 Gen 1 ¥i8din11 S1nulaiisenii 2 wain

1.8. Fnodn LAN vila RJ-45 A7 1 Gbps $runulitiaenin 4 woin

1.9. saafuluslnapa NFS, sMB, AFP lailusgaion

1.10. 5995UN15%1 JBOD, RAID 0, RAID 1, RAID 5, RAID 6, way RAID 10 lowduserailae

111 Sunssusesnmsgiuanudasndy FCCUL viadisuiih

| 112, \#Fumsiussannsguliioduandeu RoHS visaueuii
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